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Make Security
Intrinsic at the
Desktop Level

Securing the primary
gateway to enterprise
resources and assets

Most organizations manage desktop security
governance through a centralized server

that authenticates connected devices when
users log on to the network, and continually
manages device permissions while devices
are connected. While this process facilitates
security management for IT departments, the
mounting complexities of network sprawl,
combined with the growing sophistication

of hackers, add more vectors of attack that
leave security professionals in catch-up mode.

A recent poll of enterprise security leaders
found that 64% of respondents stated that
network security is getting harder, with 21%

of those polled affirming that network security
is getting much harder.” Since most attacks
take place at the desktop level, ensuring robust
desktop security protection is essential.?




N = R S o Y o Y RNED o S o S, S G S S G I o IR G L (o) (@) ) ) (@) (@) (0) 29 (@) =5 (@) 0 @) (@) =5 =5 =5 (©) (@) ) @) @) @) = @) =) (@) @) (@) —

SN o I Y o, SRS T, SR S o N e = T e e (o) (o) (@) ) (@) (@) ) ) 1 9 (@) (@) = @) @) 0 @) 5 0 0 @ @) ©) =0 @) 9 0 0 (@) 0 @) — 0 (D) —

(=)

o

T o T e I O U o T Y o Y S S G oy T o Y o i S

" O O O —= 0O —= O

O O = =00 = O O W = O OO IO S IOIORESEGOROESOE-—E-— RS- SN OEOREGOECEOEOESESECE ORI S OB CE

= = (D) (D) D e

BN () e e (o) (@) () = S e (@) e e e e e e () e (@) (@) (@) (@) = (@) = (@) (<

(o) oy oy NN Ay N ) e ) A NSy N A o Y

O ) O 0 00—, 0 = = = a2 -

OCO0OO0OO0 = =_p = = = 0000000000000 =0 =0 ==-00=m= 00000 ==0 =-

O L, 00 = =20 = =0~ =000="000 =00 ==2a0=2000C === = C

N (@) e en e (@Y (@) e (@) e (@) (e

— O 0O, 0000 —=) 000 =) = 0000 =0 = =) = =200 =0O =00 = =0 = =000 =0 =0 = =0 OCc

—_ 00 2000000000 —= = 0000 = =0 -

RS = R 1 < NS ) (o) (@) (@) (@) ) ) o5 (@) 0 ) (O) (@) = =5 (B) =D = =1 = ) (@) (@) = e e A S e (@) (@) e ey D (B = —

= (@) (@) =) =S 8 e @) @) e = (@) (@) @) ) @ = @ = @ @ @ @) = = e = (@) (<

(et eieiiel o c o (o) O OO (o) (o ) 2 @@ (o @ — o @ = o — = = o = =5 = o @ @@ @ = e 9@ = © @ —

o

o

‘Sl (=) (=) e (@) @) =) (D) = = = =) (@) =9 @) = = =Y 0 Y (@) = (@) = = = (@) =

A O ) 0O 00O 0O = =0 =0 =0 = © =

O 00 == "@g—-"==0—- == =20—-0—-00—-00—~000—-—=0—==-0—-00—-=00O0 O -

B = I o T = RN oY e (@) ) ety ey iy S ey, 5y (o) (@) (@) (@) (@) 65 (3) (@) a8 =2y e (@) = (@) (@) (@) = (@) = = = (@) =

= ) e )

C

N el el =l (=) (=) e (o) B ) ey ey e iy ey () = (@) 5 (D) A=) Ay oy ey oy ey ey () ey (o) e e

o
SN = @ I = W ) Y ) 9 (@) () (@) (@) =t =) (@) = (@) @) =) = @) @) = @) =9 =9 =0 =5 (@) @) =0 =0 =5 = =0 o (@) @

00 === 00—, 000 —=0=000=00000C0C =0 = =0 = =0 ==0==0 O = C

o

Preventing the Biggest
Security Risks

Cybercrime is one of the biggest threats to businesses
today, at an average cost of $11.7 million per
organization.® Cyberattacks are not only financially
costly, but they can also permanently damage a
brand’s reputation. Organizations can prevent the
biggest security threats by taking certain steps,
including the following:

Implement employee security training. Employees
with weak passwords, who visit unauthorized
websites, click links and open email attachments
from unknown senders, or who are otherwise
uninformed of security policies present as big of
arisk as an employee who accidentally leaves an
unlocked device behind.

Secure personal devices on the network. When
employees’ personal devices are regularly used
outside enterprise firewalls, they can permit
malware or Trojan horses to infect enterprise
networks. Providing employees with access to
enterprise systems via hybrid and private clouds
can mitigate this risk with the added security and
privacy they afford.

Remove unpatched devices. Unpatched hardware
and software make networks easily exploitable.
PCs, laptops, servers, routers, and printers that
don’t have the latest security features or patches
should be removed from the network immediately.

Monitor third-party vendors. Many third-party
organizations remotely access enterprise
networks, often without following optimal security
protocols like regularly updating passwords. By
choosing only vendors who follow best practices
and disable their accounts once they're no longer
needed, organizations can reduce their attack
perimeters.

Beware of internal attacks. Disgruntled employees
and former employees are a major cybersecurity
threat. To mitigate this risk, IT managers must
identify these accounts and disable them
immediately.



Count on Us for All
Your Security Needs

Computer Integration
Technologies, Inc. (CIT), an HP
Silver Partner, offers a broad
range of managed services,
cybersecurity, hybrid IT solutions,
and other services to support
business growth. As a one-stop
solution for all things IT, you can
rely on us to keep your technology
up-to-date and up-to-speed. By
joining with top leaders in the
technology industry, we support
the products and services our
clients need.

Contact us at 651.450.0333 or
info@cit-net.com to learn more.

Computer Integration
Technologies, Inc. (CIT)

2375 Ventura Drive
Woodbury, MN 55125
651.450.0333 | www.cit-net.com
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